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PERSONAL DATA PROTECTION POLICY

BULLTEK LTD, UIC 200687817, with the following seat and registered office address: Plovdiv, Trakia Residential Area, 61B Nestor Abadzhiev Street, is a personal data controller. This means that we are responsible for the decisions we make regarding the storage and use of your personal data. We are obliged under data protection legislation to provide you with the information contained in this Policy.
This Personal Data Protection Policy applies to the implementation of the activities of BULLTEK LTD and is publicly available.
All activities described herein comply with the General Data Protection Regulation (Regulation (EU) 2016/679) (GDPR). The purpose of this Policy is to inform you about the process of collecting, using, storing, and transferring personal data. Therefore, please read it carefully to become familiar with its content. For further information, you can contact BULLTEK LTD using the following email address and telephone: yoana.markova@bulltek.bg, 0895 505 807.

I. 	DEFINITIONS
Within the meaning of this Policy:
Personal data means any information relating to an identified or identifiable natural person, who can be identified directly or indirectly, in particular by an identification number or by one or more factors specific to their identity.
Data may refer to facts (e.g. name, email address, location, or date of birth) or to opinions regarding the actions or behaviour of the Data Subject.
Personal data controller means any natural person or legal entity, public authority, agency, or another structure which, alone or jointly with others, determines the purposes and means of processing personal data. Where the purposes and means of such processing are determined by Union or Member State law, the controller or the specific criteria for its nomination may be established by Union or Member State law.
Processing of personal data means any operation or set of operations which may be performed on personal data, using automated or other means, such as collection, recording, organisation, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination, provision, update or combination, blocking, erasure, or destruction.


II. 	COLLECTION AND PROCESSING OF PERSONAL DATA
In order to ensure and improve the services we provide and for the purposes of administering the resources related to them, we store, use, and process personal data in compliance with the applicable legal requirements. We may collect certain personal data such as: first, middle and last name, contact details (email, phone number, correspondence address, Skype address), date and place of birth, identification number and permanent address for natural persons, or company name, business address, company phone number, family name and contact person information of company employees, country of incorporation, tax identification number, including bank account details, photographs or video images, and any other related information in accordance with the applicable law.
Special categories of sensitive personal data require a higher level of protection and an additional lawful grounds for their collection, storage, and use.
We may process special categories of personal data in the following situations:
1. In limited cases, with your explicit written consent;
2. In compliance with legal obligations;
3. Where processing is necessary for reasons of public interest.

III. 	TYPES OF PERSONAL DATA WHICH ARE PROCESSED
The types of personal data collected and processed by the controller vary and are grouped into records of processing activities, which include personal data processing rules relating to:
· job applicants, employees, and contractors under civil contracts;
· customers;
· visitors;
· service providers;
· video surveillance.
The purposes for which personal data are collected and processed are the following:
· initial occupational health and safety briefing (OSH);
· identification and access control to the premises of BULLTEK LTD;
· employment relationship, including social security and pension purposes, social benefits;
· work process control, compliance with working hours, and security purposes;
· inquiries, orders, and contractual relationships with customers, suppliers, and partners.



IV. 	PRINCIPLES OF PROCESSING
When processing personal data, we comply with the following principles:
· Lawfulness – we collect, process, and store your data in compliance with the provisions of the applicable Bulgarian and European legislation;
· Fairness and transparency – we collect and process data in accordance with this privacy policy, which is available to each user;
· Data processing relevance to the purposes and data minimisation – the types of data we collect are limited to the minimum necessary to achieve the purposes for which they are processed. The purposes for which your data are processed are those for which we have obtained your consent;
· Storage limitation – we process and store received data for the period necessary to fulfil the purposes for which they were collected, and in compliance with your consent;
· User consent for data processing – when you send an inquiry to BULLTEK LTD, you consent to the storage and processing of your personal data by BULLTEK LTD for the purposes of that inquiry.

V. 		DATA PROTECTION AND SECURITY
BULLTEK LTD implements technical and organisational security measures to protect the personal data you have provided against accidental or unlawful destruction, accidental loss, unauthorised access, alteration, or disclosure, as well as against any other unlawful forms of processing by unauthorised persons. The security measures we apply are subject to continuous improvement and adaptation to the latest technologies.

VI. 	TRANSFER OF PERSONAL DATA
Where your personal data are transferred to companies and/or authorised third parties located outside your country (including outside the European Economic Area), we take organisational, contractual, and legal measures to ensure that your personal data are processed solely for the purposes stated above, and that appropriate levels of protection are applied for protection of your personal data.
The personal data collected may be provided to partners of BULLTEK LTD, acting as data processors on behalf of BULLTEK LTD, who are committed to complying with all applicable personal data protection rules. We comply with the requirement that such information may only be used within the limitations set by the lawful grounds for its collection or your personal consent regarding the processing performed on behalf of BULLTEK LTD and that such information is treated as confidential.
BULLTEK LTD may disclose and provide personal information in accordance with the applicable law if ordered or requested by a court or law or administrative authority, or if such provision of personal data is necessary to comply with a legal obligation of BULLTEK LTD.

VII. 	USERS’ RIGHTS REGARDING THEIR DATA
1. In conformity with the current legislation framework, you have the right to access and manage the data you have provided for processing. You may submit a written request to yoana.markova@bulltek.bg to obtain information about the type of personal data provided and the purpose of their processing, as well as to request deletion of any records containing your personal information without their further processing. Gaining access to your data, you may also request their correction if you find any errors or inconsistencies.
Written requests may be submitted personally (or by a person authorised with a notarised power of attorney) to the address above, or electronically from the email address you have provided as data to process.
Contact address for exercising the rights described above: BULLTEK LTD, UIC 200687817, with the following seat and registered office address: Plovdiv, Trakia Residential Area, 61B Nestor Abadzhiev Street, email: yoana.markova@bulltek.bg. 
2. Users have the right to object to the processing of their data. Objections should be submitted to BULLTEK LTD under the procedure described in item 1 of this section. BULLTEK LTD undertakes to review your objection and inform you of the result of the internal review within 30 calendar days of receipt.
3. Users have the right to lodge a complaint with the competent supervisory authority. According to the current legal framework, the competent supervisory authority in the Republic of Bulgaria is the Commission for Personal Data Protection.
4. Users have the right to receive their data stored by BULLTEK LTD when they are provided in a structured, commonly used, and machine-readable format. Users have the right to transfer those data to another personal data controller without hindrance on the part of BULLTEK LTD in the cases and regarding data provided by consent, in the cases of data provided under a contract to which the user is a party, or data provided in case of actions undertaken by the user and requesting the conclusion of a contract.
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VIII. 	CHANGES TO THE PERSONAL DATA PROTECTION PROCEDURES
The procedures of BULLTEK LTD for the protection of personal data may be amended unilaterally by BULLTEK LTD in order to improve them, to introduce new services, to change how we provide services to and communicate with our customers, or to comply with legislative changes.
When such changes occur in our personal data protection rules and procedures, BULLTEK LTD will inform you of the changes by publishing the updated policy in a publicly accessible place within the organisation and/or online.
You will be given a reasonable period to review the changes, after which they will take effect in the processing of your personal data without further notice. If you state within that period that you reject the changes, it will be deemed that you have withdrawn your consent for the processing of your personal data, and BULLTEK LTD will cease processing them in the future. This may result in the termination of your registrations for our services, electronic newsletters, or other activities for which you initially provided your personal data to us.

Date: 22 May 2018 	Approved by: Signed (illegible)
		(signature and seal)
Seal of BULLTEK LTD, Plovdiv
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